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Current and recent illustrative IT&T expert witness assignments

2005

1.  Helen Davenport, Wragge & Co, Solicitors (Eddie Breen, Partner)
Tel:  0121 685 3846    Fax : 0121 214 1099    helen_davenport@wragge.com
I am currently instructed in regard to investigating and reporting on a major Oracle-based project which is the subject of a systems design and implementation contractual dispute in the publishing sector, on behalf of a leading publicly-quoted software, systems and IT services company.  The case is at a pre-action stage, with a mediation targeted as a means of settling the dispute, and concerns allegations of misrepresentation about the functional capabilities of ‘vanilla’ Oracle 11i (‘configuration versus customization’), poor project management, shifting business requirements and inadequate co-operation.
 

2.  Michael Cover, Partner, Charles Russell, Solicitors

Tel:  020 7203 5134    Fax:  020 7203 5002    Michael.Cover@charlesrussell.co.uk
I have recently been involved as expert on behalf of Hedge Funds/Equity Swaps software designers and systems builders, Defendants in an injunctive action brought by a large Claimant investment bank, alleging that they had copied large portions of the bank’s source code, and as such had infringed the bank’s copyright in it.  The Defendants denied any misuse of the source code or infringement of copyright.  I was instructed with other experts to compare the two codes, and analyse the degree of similarity between the two; as well as to consider whether there was any evidence that the Defendants’ source code was copied from the Claimant’s.  The dispute reached a negotiated settlement in May 2005 after completion of experts’ reports.
3.  Catherine Read, Senior Solicitor, Head of Commercial Litigation, Legal and Business Services, BT Wholesale    Tel:  0207 356 5880    catherine.read@bt.com
I acted during 2004-2005 as expert on behalf of BT Wholesale in regard to a £2m action, and gave evidence at trial in April 2005.  This concerned evaluation of operating software (including management, support and HelpDesk procedures and practices), and assessment of the validity of telecom CLI data generated operationally via the many and complex BT CSS and other billing software and systems.  The Judgment of The Hon. Mr. Justice McKinnon referred to “Dr. Castell’s helpful report” (Case No: HQ0101509; Neutral Citation Number: 
2005EWHC 1334 (QB).

4.  John Adams, Irwin Mitchell, Solicitors  (Jonathan Wheeler, Partner)
Tel: 020 7421 3880    Fax: 020 7242 6044    adamsj@irwinmitchell.co.uk
I was recently expert on behalf of an individual defending a multi-million pound claim by Liquidators.  At very short notice, I carried out technical investigations and gave evidence in the High Court (Chancery Division) in January 2005 concerning software for a telecom reseller's switch system and the inferences to be drawn from, and evidential reliability of, data stored on the switch.  In his Judgment, HHJ David Richards said “I found Dr Castell to be an honest and conscientious witness” [2005] EWHC 749 (Ch).

5.  Andrew Sellers, UK Media & Technology Claims Manager, ATMT Division, Hiscox Insurers
Direct line:  020 7448 6230    Blackberry: 077 9560 7621    Fax:  020 7448 6178

Andrew.Sellers@HISCOX.com
I have carried out many assignments for Hiscox on behalf of its insured software supplier companies.  For example, I acted in 2004 for Hiscox as expert on behalf of Compass Consulting, Part 20 Defendant in the leading 2003-2004 High Court Case, for tens of million of pounds, of Cable & Wireless v IBM.  This was in regard to allegations of faults with a Benchmarking Exercise carried out in connection with the major IT Outsourcing Agreement made between this international telecom operator and global IT solutions and services supplier.  It involved my analysing not only the benchmarking software and techniques/models for its adequacy, but also all the project management issues, in order to come to a view as to whether the implementation of the benchmarking project, and thus the performance of the contract, was carried out effectively, correctly and reliably.

Software Development and Implementation Contract Disputes – pre 2005

I have been active over the past 15 years in providing IT&T ‘project audit’ or ‘health check’ services, and authoritative expert opinion, in some of the largest and most complex computer and communications software and systems development projects, contract disputes and litigation, internationally.  

In late 2001 I completed an intensive seven months of expert work with a team of five CASTELL Associate Consultants, on behalf of Airtours (now MyTravel), the £4bn+ t/o UK major company in the package tour holiday sector, based in Manchester.  This was in connection with its £200m high-profile action against EDS, the leading US software services corporation, concerning a failed IT Outsourcing and Software Development Agreement.

The trial (by far the largest software development case to come to trial in England, and probably Europe, to date) commenced in the Technology and Construction Court of the English High Court on 2nd October 2001, and then settled a few weeks later.  My client was highly pleased with the outcome and our dedication in achieving it.  The project was very demanding (15+ hour-days not unusual, weekends too), and is typical of the commitment we bring to such matters when needed.
I was until lately retained as expert to the lead party in a mission-critical IT&T systems dispute ‘at the heart of Australia’s largest infrastructure project’, which was due to go to Arbitration in Melbourne, Victoria, but in 2002 reached a Universal Settlement.  This followed my work as expert on behalf of CHA in the high-profile 1997-98 Unipower v CHA case in Sydney, Australia, for which I provided a team of four CASTELL Associate Consultants, said to be the most technically complex case to be heard in the Sydney Commercial Court.  The action concerned the termination by the Association of Vice-Chancellors of Australian Universities of a contract for supply of a multi-module core management information system for 19 Australian universities.  Following preparation of my preliminary expert’s report, the case settled in July 1998 after a mediation, in which I actively participated, under Sir Laurence Street.

By way of further illustration, in early 2001 I completed a pre-action preliminary report for the major healthcare provider in Milan, Italy, as appointed Expert Witness in its multimillion pound dispute with a leading applications software company in the sector.  As a result partly of my report, this reached an early satisfactory settlement.

I was also instructed for some three years on behalf of a manufacturing materials management system software supplier in a substantial Court of Session, Scotland action, which was due to go to ‘proof’ (trial) in July 2003, but settled just before trial, after serving my expert’s report; and, again, am instructed for a major Scottish public body as regards a failed property and asset management software project, in the Sheriff’s Court in Glasgow, currently under settlement discussions.

My extensive experience in this field has resulted in an international reputation for professional, high-quality and rigorous IT&T expert and consultancy work, with an unequalled record for achieving acceptable outcomes and settlements in my field.  I am well-known to, and have been instructed by, many of the leading law firms in the UK and internationally.        I am also an experienced (CEDR-trained) IT&T Disputes Mediator, and am familiar with, and have been trained in, the role of Expert Determiner.

Early in 2001 I completed sitting as an ICC, Paris, Arbitrator on the London Hearing of a substantial international software implementation contract dispute (with major UK and German corporate litigants).  One of the perspectives I brought to the case was that from my proprietary Forensic Systems Analysis methodology and techniques.  An account of these rigorous, practical techniques, founded on sound software engineering principles, was published in the October 2000 issue of Charter, the Journal of the Institute of Chartered Accountants in Australia.  Further accounts have been given in many other business and professional publications (for example, the October 2001 UK Barrister magazine), and at leading seminars and conferences.

In 2002 I was engaged with my expert team in preparing what was shaping up to be the definitive English High Court case of relevance to major ERP (and Web) implementations, in particular as regards system and software configuration and performance issues, responsibilities and liabilities.  This was on behalf of leading Professional Indemnity insurers to the major ERP Implementation Partner involved as Part 20 Defendant.  The Claimant was the UK’s largest retailer in books and periodicals.  The case satisfactorily settled, due in no small part to the insights provided by our rigorous expert analysis of and challenges to the technical evidence proffered.

I have subsequently worked as expert on inter alia two further matters for the same PI insurers (the UK’s leading technology suppliers’ specialist insurance company) on behalf of software and systems suppliers.  These were in diverse applications sectors, one a £2m claim, the other a £20m claim.  Both actions settled after production of expert reports.

Another recent case (now settled), with some £10m claimed, was on behalf of BT Syntegra, the UK’s largest IT systems integrator, and concerned a failed Web-driven real-time financial systems project for industry-wide participants in OTC Derivatives.  Once again, careful expert investigation, understanding and provision of insights for the Court, in compelling and clear English, was key to assessing the systems, technical/project documentation and witness evidence and determining the complex technical-legal issues in all these cases.

Intellectual Property, Patents, Trade Secrets etc

In the FSS Travel & Leisure Systems Ltd v Johnson case (1998, IRLR 282), which provided a significant judgment concerning trade secrets and ‘tools of the trade’ for software programmer employees, a CASTELL Consultant was expert for FSS at first instance, and was commended in the judgment for the thoroughness and clarity of his report and evidence given to the court.
I am currently retained by one of the leading law firms in the USA and internationally as a consultant and expert in connection with a large patent action in a field in which I am one of the leading exponents, that of databroadcasting (having for example been Business Development Consultant to BBC Enterprises Ltd, 1985-1991, responsible for the professional and technical shaping, launch, market development and commercial success of its definitive BBC Datacast service).  The case concerns the central issue of possible invalidity of the patents involved on grounds of prior art, and/or lack of inventive step/obviousness, towards the resolution of which I am applying my unique technical and commercial knowledge, experience and expertise.

I have provided support in re Claim Construction Declarations, and Expert’s Reports, in support of a major US corporation, one of several large corporate Defendants in this action.  The outcome of this case is likely to be a significant precedent in the huge future industries of subscriber and conditional access digital television and broadband multimedia products and services.

Computer Documents, Evidence, Software Copying etc

I am the author of the seminal ‘APPEAL Report’ (1991, with the UK’s Central Computer and Telecommunications Agency; now the Office of Government Commerce) concerning the admissibility of computer evidence in court, reliability and security of IT systems, and ‘compute forensics’.                    [See also Footnote].

Much computer forensics work is delicate and confidential, and carried out in the context of criminal as well as civil legal action.

By way of recent illustration, I completed an extensive analysis of a corporate multi-server and PC system involving imaging using the Encase software tool.  This was to determine the existence, authorship and dating of a highly sensitive document.  This work was carried out with the utmost caution and care, for a major US financial institution.

A further very recent example is my investigation of software source code of a professional time costing and billing system package to examine allegations concerning the similarities between distinct versions of the package involved, and to what extent computer programs had been copied among the various versions.  This involved intellectual property issues and necessitated expert examination under confidentiality agreements ordered by the court, which

I assisted in drafting and securing.

I have also been instructed in regard to examining the computer forensic evidence put forward by the UK Police High-Tech Crime Unit against a Defendant accused of downloading illegal material from the internet.

FOOTNOTE:  Computer Forensics
 

In respect of computer data recovery, investigation and evaluation, the following link is of relevance, an online column/posting stimulated by my observation of the 'ontological insecurity' of current computer systems architectures.  This reminder was put forward by me in a discourse in connection with the initiative by the Counsel for the Registration of Forensic Practitioners addressing the proposal that all UK expert witnesses (including those active in computer forensics) should be 'accredited', by a ‘recognised’ body - an initiative with which I am staying closely in touch, and have contributed to a CRFP Working Party drawing up relevant guidelines:

 

http://comment.silicon.com/0,39024711,39130514,00.htm
 

 

Professor Neil Barrett, the author of this posting, says:  "To borrow a phrase from my colleague Stephen Castell, computers are 'ontologically insecure'...".  The background to this is that I have for many years been involved in looking at, and thinking about, the issue of the 'legal reliability' of IT systems and software, having written the APPEAL Report (1991) concerning the admissibility of digital evidence in court (researched and produced by me for the 5 main Departments of State, British Government). 

I coined the term 'ontologically insecure' in a paper 'Computers trusted, and found wanting', Computer Law and Security Report, [1993], 9, July-August – ‘Dr Stephen Castell reflects on the adequacy of existing technology to deliver legally reliable output and calls for change in systems design’ (and see also my later letter published in CLSR, [1994], 10, May-June, page 158, ‘A computer of the simplest kind…’).  [I am on the Correspondent Panel of the CLSR].

 

When I say ‘ontologically insecure’, I mean ‘insecure as a matter of existence, of reality, of actuality, of (very) essence; a priori insecurity; needing only reasoning – i.e. no further evidence – to deduce/appreciate/prove such insecurity’.  Von Neumann laid down the (mathematical) ‘fetch-process-store’ principles of electronic digital computer architecture (building on the 19th-century work of Charles Babbage and Lady Lovelace, with their crucial concept of storing the program just like the data), in c. 1948.  Modern computers still use this essentially ‘open architecture’ – it is what has made the computer industry so able to be constantly and unnervingly innovative, with rapid and dramatic advances in technological capability.  But it is also what makes it ontologically insecure – i.e. insecure as a matter simply of its existence, of its very essence.

 

In other words, one cannot expect a computer to be anything else but insecure - ‘You really can’t trust a computer, nor anything that comes out of it’.  And finally, therefore, strictly, no expert can automatically rely on evidence coming from a computer legitimately to found a firm and proper opinion – maybe not until we have non-ontologically-insecure non-Von Neumann computer architectures.  (We experts just try and do our best in the circumstances.)

 

The business reality of course is that, in the meantime, there is rapidly-growing demand from industry, commerce and the courts, for experts skilled in examining computer systems and the evidence that may be derived from them, who have an authoritative and properly balanced regard for the reliability of that (indeed, any) evidence; and who are nevertheless capable of delivering objectively justifiable, clear and compelling expert opinions for forensic purposes, whether at trial, or in regard to other ADR forums, and whether for civil or criminal cases.
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